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Data Protection and Data Processing Policy
APSCo Tender-Compliant Recruitment, Education Staffing and Tutoring Policy
Version 2.0 – 2026
1. Purpose and Policy Statement
This policy establishes the organisation’s approach to data protection, GDPR compliance, information security, safeguarding information management, and lawful processing of personal data across recruitment, education staffing, tuition and mentoring services.
2. Scope
Applies to employees, agency workers, tutors, wellbeing officers, contractors, directors, volunteers, candidates, clients, learners, parents/carers and third-party processors.
3. Legal Framework
UK GDPR, Data Protection Act 2018, PECR, Keeping Children Safe in Education (KCSIE), Working Together to Safeguard Children, Employment Agencies Act and associated regulations.
4. Roles and Responsibilities
The Managing Director acts as Data Controller. A designated Data Protection Lead oversees compliance, SARs, breach management, audits and training.
5. GDPR Principles
Personal data shall be processed lawfully, fairly, transparently, accurately, securely, for specified purposes, and retained only as long as necessary.
6. Recruitment-Specific Processing
Candidate data may include CVs, qualifications, references, right-to-work evidence, DBS checks, safeguarding declarations, employment history and placement records. Data is shared only where lawful and necessary to facilitate recruitment services.
7. Education and Safeguarding Data
Where educational services are provided, safeguarding, EHCP, SEND, PEP, attendance, wellbeing and risk information may be processed. Access is restricted to authorised personnel with a legitimate need to know.
8. Lawful Bases
Processing may rely on contract, legal obligation, legitimate interests, vital interests, public task or consent where appropriate.
9. Data Sharing and Processors
All processors must operate under written Data Processing Agreements and demonstrate UK GDPR compliance.
10. Subject Access Request Procedure
Requests are logged immediately, identity verified, information collated, exemptions assessed and responses issued within one month unless an extension is permitted by law.
11. Data Breach Procedure
All suspected breaches must be reported immediately. Incidents are risk assessed, recorded, investigated and reported to the ICO within 72 hours where required.
12. Information Security Controls
Multi-factor authentication, password controls, encryption, secure backups, access permissions, antivirus protection, secure disposal and staff training are maintained.
13. Retention Schedule
Candidate Records: 2 years from last meaningful contact. Employee Records: 6 years after termination. Payroll: 6 years. Safeguarding Records: in accordance with statutory guidance. Financial Records: 6 years. SAR Logs: 3 years. Data Breach Logs: 6 years.
14. Training and Awareness
All personnel receive induction and refresher training covering GDPR, confidentiality, cyber security and safeguarding information handling.
15. Monitoring, Audit and Review
Annual reviews, internal audits and corrective actions are undertaken to maintain compliance.
16. Document Control
Owner: Data Protection Lead. Review Frequency: Annual. Approved by Senior Management Team.
Appendix A – Detailed SAR Process
1. Receive request.
2. Verify identity.
3. Log request.
4. Search systems and paper records.
5. Review exemptions.
6. Prepare disclosure pack.
7. Issue response within statutory timescales.
8. Retain audit trail.
Appendix B – Data Breach Escalation Process
Immediate containment; risk assessment; investigation; notification decision; ICO reporting where required; lessons learned review; management sign-off.
Appendix C – Recruitment and Safeguarding Data Categories
Includes identity data, contact details, qualifications, references, DBS information, safeguarding declarations, EHCP information, attendance, wellbeing records and placement history.
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